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Abstract
This BUC is to upgrade the Eclipse Equinox version from 4.16 to 4.19 in AIR node as a life cycle management activity. This BUC shall also upgrade the jetty version from 9.4.29 to 9.4.43 in AIR node as a life cycle management activity.




Contents
1	General Information	3
1.1	Scope	3
1.2	Input	3
1.3	Function value Augmentation	3
1.4	Out of Scope	3
1.5	Patent Aspects	4
1.6	Terminology	4
2	BUC Study Common Output	4
2.1	Open Issues	4
2.2	Decision Log	4
2.3	Recommended further studies	4
2.4	Business Sub Use cases	4
3	Technical Solution	5
3.1	Solution overview	5
3.2	Product requirements	7
4	Glossary	9
4.1	Terms & Concepts	9
5	References	10
6	Revision Information	10



[bookmark: _Toc447628932]

[bookmark: _Toc77087307][bookmark: _Toc253640205][bookmark: _Ref325628475]General Information
[bookmark: _Toc447628933][bookmark: _Toc77087308]Scope
The intent of this study is to explore any impact on AIR from Jetty version up gradation. Up gradation will be done from 9.4.29 to 9.4.43. The document includes a solution on how C221-59 shall be realized in AIR Node.
OSGi container version to be upgraded from 4.16 release to 4.19 release with Jetty version 9.4.37. 
Business Use Case Scenarios

[bookmark: _Toc347989007][bookmark: _Toc347989641][bookmark: _Toc348007720][bookmark: _Toc347989009][bookmark: _Toc347989643][bookmark: _Toc348007722][bookmark: _Toc347989018][bookmark: _Toc347989652][bookmark: _Toc348007731][bookmark: _Toc347989022][bookmark: _Toc347989656][bookmark: _Toc348007735][bookmark: _Ref224249199][bookmark: _Ref224249204][bookmark: _Toc253640206][bookmark: _Toc447628934]Following scenarios are required to be supported
BUC-C221-59-S001: Upgrade Jetty version from 9.4.29 to 9.4.43.
BUC-C221-59-S002: Verify and ensure all the components are working as expected. 
BUC-C221-59-S003: Upgrade equinox container to 4.19 and other dependencies to compatible versions (e.g. Jetty to 9.4.37)
BUC-C221-59-S004: Verify and Ensure no performance impact on any of the components
BUC-C221-59-S005: Add support for max number of requests per connection
[bookmark: _Toc77087309]Input
BUC: [EC_LUVAIVR-166] AIR - C221-59 LCM ​Eclipse Equinox/Jetty - eTeamProject (ericsson.com)
DMP Impact analysis
None
[bookmark: _Toc77087310] Function value Augmentation 

Get update on latest security fixes.
[bookmark: _Toc77087311]Out of Scope

None
[bookmark: _Toc347989025][bookmark: _Toc347989659][bookmark: _Toc348007738][bookmark: _Toc347989028][bookmark: _Toc347989662][bookmark: _Toc348007741][bookmark: _Licensing][bookmark: _Toc320015202][bookmark: _Toc325628758][bookmark: _Toc320015210][bookmark: _Toc325628766][bookmark: _Toc320015216][bookmark: _Toc325628772][bookmark: _Toc320015229][bookmark: _Toc325628785][bookmark: _Toc320015235][bookmark: _Toc325628791][bookmark: _Toc320015241][bookmark: _Toc325628797][bookmark: _Toc320015242][bookmark: _Toc325628798][bookmark: _Toc253640209][bookmark: _Toc447628935][bookmark: _Toc77087312]Patent Aspects

No, the solution does not include any patentable part.
[bookmark: _Toc447628936][bookmark: _Toc77087313]Terminology
	Term/Concept
	Abbreviation
	Definition

	OSGi
	Open Services Gateway initiative
	-

	AIR
	Account Information and Refill
	-

	BUC
	Business Use case
	-

	LCM
	Life cycle management
	-





[bookmark: _Toc447628937][bookmark: _Toc77087314]BUC Study Common Output
[bookmark: _Toc253640207][bookmark: _Toc447628938][bookmark: _Toc77087315]Open Issues

None
[bookmark: _Toc320015248][bookmark: _Toc325628804][bookmark: _Ref252283145][bookmark: _Toc253640208][bookmark: _Toc447628939][bookmark: _Toc77087316]Decision Log

Though the latest Equinox version available at time of this LCM is 4.20 but it is dropped for this LCM as it is using jetty 10.0.5 version in dependencies. Jetty 10.0.5 posts a requirement to upgrade Java to Java 11x version. Java major version upgrade is out of scope of this BUC. 
[bookmark: _Toc347989042][bookmark: _Toc347989676][bookmark: _Toc348007755][bookmark: _Toc325629349][bookmark: _Toc325629350][bookmark: _Toc325629351][bookmark: _Toc447628940][bookmark: _Toc77087317][bookmark: _Toc253640213][bookmark: _Ref319936180]Recommended further studies

NA
[bookmark: _Toc77087318]Business Sub Use cases

NA
[bookmark: _Toc447628941][bookmark: _Toc77087319][bookmark: _Toc320015256][bookmark: _Toc325628812][bookmark: _Toc320015258][bookmark: _Toc320015390][bookmark: _Toc323729044][bookmark: _Toc325628729][bookmark: _Toc325628814]Technical Solution

AIR is currently supporting Jetty version 9.4.29. Since the last update was done in June 2020, jetty’s latest version has come with some new features/ security updates.
Hence, it is recommended to go with the version 9.4.43. For detailed delta between 9.4.29 and 9.4.43, please use below mentioned release notes:
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.43.v20210629
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.42.v20210604
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.41.v20210516
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.40.v20210413
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.39.v20210325
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.38.v20210224
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.37.v20210219
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.36.v20210114
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.35.v20201120
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.34.v20201102
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.33.v20201020
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.32.v20200930
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.31.v20200723
Jetty version 9.4.43 will be supported by AIR. All relative FDS and AUV references of Jetty shall be updated. 
OSGi container equinox version to be upgraded from 4.16 release to 4.19 release with Jetty version 9.4.37. 
[bookmark: _Toc320015260][bookmark: _Toc325628816][bookmark: _Toc320015263][bookmark: _Toc325628819][bookmark: _Toc447628942][bookmark: _Toc77087320]Solution overview

Below listed components will be impacted by Jetty version update:
· AUV
· JWEBSERVER
· FSC
· STATISTICADAPTER
· CERTMANAGEMENT
· WEBSERVER
· 3RD
· JETTY

Below listed components will be impacted by Equinox version update:
· AUV
· OSGi Container (Equinox)
· Jetty web server and customizations
· Servlet API
· Apache Felix console 
Jetty support max number of requests per connection in this version 9.4.37. This shall be tested and added for AIRIP requests. 
Jetty supports Automatically hot-reload SSL certificates if keystore file changed. It should be analyzed to identify if custom monitoring of certificates can be removed in OSGi. 

Alternative solutions

NA
Solution Limitations

NA
[bookmark: _Toc447628944][bookmark: _Toc77087321]Product requirements
BUC requirement on <Product>  
	Req_Id
	Requirement Text

	BUC-C221-59-S001
	Upgrade Jetty version from 9.4.29 to 9.4.43.

	BUC-C221-59-S002 
	Verify and ensure all the components are working as expected. 

	BUC-C221-59-S003
	Upgrade equinox container to 4.19 and other dependencies to compatible versions (e.g. Jetty to 9.4.37)

	BUC-C221-59-S004
	Verify and Ensure no performance impact on any of the components

	BUC-C221-59-S005
	Add support for max number of requests per connection



0. Impacts for PCs on Deprecated Functionality

NA
BUC impact on <non-functional areas>

This LCM upgrades the equinox container and Jetty web server which may have the impact on connection states during the handshake and closure of the connection which need to be evaluated and ensure there is no change in the behavior.
There can be a potential chance of change in the performance numbers, verification needed to ensure no degradation.

Information Model

NA
Characteristics and performance

Traffic and Performance should be as it is.
User Experience

NA
Commercial Licenses & Product Packaging

NA
Statistics and Counters

AIR IP default statistics and port wise statistics need to be generated as is
Upgrade and Migration

NA
Public Interfaces

NA
3pp and Open Source 
The latest Jetty version 9.4.43 should be downloaded from
https://github.com/eclipse/jetty.project/releases/tag/jetty-9.4.43.v20210629
Equinox version shall be downloaded from
Equinox Release Build: 4.19 | The Eclipse Foundation
Internal Specifications and Compound Document impacts

[bookmark: SearchMatch1]Verify and Ensure function and impact updated in NIR Document
Test and Verification

Following functionalities are expected to work as is, LCM need to verify the same
· BUC:C155-21 – Session and TPS control.
· PMR:1474 - Secure HTTP communication
Function Activation Sequence

NA
Pre-integration points
[bookmark: _Security]
NA
Security

NA
Privacy

NA
GPR Analysis (General Product Requirements)

NA
BUC Dependency

[bookmark: _Toc320015269][bookmark: _Toc325628825][bookmark: _Toc320015270][bookmark: _Toc325628826][bookmark: _Toc320015272][bookmark: _Toc325628828][bookmark: _Toc320015274][bookmark: _Toc325628830][bookmark: _Toc192654937][bookmark: _Toc193524395][bookmark: _Toc320015278][bookmark: _Toc325628834][bookmark: _Toc193764092][bookmark: _Toc201644682][bookmark: _Toc320015283][bookmark: _Toc325628839][bookmark: _Toc320015284][bookmark: _Toc325628840][bookmark: _Toc320015285][bookmark: _Toc325628841][bookmark: _Toc320015286][bookmark: _Toc325628842][bookmark: _Toc337475322][bookmark: _Toc337475323][bookmark: _Toc337475324][bookmark: _Toc337475325][bookmark: _Toc337475393][bookmark: _Toc337475394][bookmark: _Toc337475395][bookmark: _Toc337475397][bookmark: _Toc320015290][bookmark: _Toc325628846][bookmark: _Toc320015358][bookmark: _Toc325628914][bookmark: _Toc317066363][bookmark: _Toc317608311][bookmark: _Toc319998064][bookmark: _Ref362878008][bookmark: _Toc447628945][bookmark: _Toc253640220]NA 
[bookmark: _Toc77087322]Glossary
[bookmark: _Toc314124021][bookmark: _Toc317066364][bookmark: _Toc317608312][bookmark: _Toc319998065][bookmark: _Ref362877952][bookmark: _Toc447628946][bookmark: _Toc77087323]Terms & Concepts
[bookmark: _Toc362340100][bookmark: _Toc362877815][bookmark: _Toc362878004]
[bookmark: _Toc362878896][bookmark: _Toc320015366][bookmark: _Toc325628922][bookmark: _Toc320015369][bookmark: _Toc325628925][bookmark: _References][bookmark: _Ref226878604][bookmark: _Toc253640223][bookmark: _Toc447628948][bookmark: _Toc77087324][bookmark: _Ref253666578]References
[bookmark: _Ref417562639][bookmark: _Ref337458857][bookmark: _Ref361814080]Personas,
https://erilink.ericsson.se/eridoc/erl/objectId/09004cff8826fec4?docno=EAB-14:028925Uen&action=current&format=ppt12
[bookmark: _Ref369030093]BUC Study Production Workflow, 1/2882-FEA 2928102,Uen
https://eridoc.ericsson.se/eridoc/drl/objectId/09004cff87c959a7
[bookmark: _Ref446404296]Example of use of EVA UC (BUC Study 3B)
https://erilink.ericsson.se/eridoc/erl/objectId/09004cff8a914239?docno=123/0363-FCP116466Uen&action=approved&format=msw12
[bookmark: _Ref446407044]CBiO17 Reference Configuration - Configuration Description
https://erilink.ericsson.se/eridoc/erl/objectId/09004cff8a894fae?docno=1/1551-CSH109560/2Uen&action=current&format=msw12
[bookmark: _Ref510105519]Baseline Security Document
https://erilink.ericsson.se/eridoc/erl/objectId/09004cff8c08bc5f?docno=EAB-04:000820Uen&format=msw8
[bookmark: _Ref13488845]Baseline Privacy Document
https://erilink.ericsson.se/eridoc/erl/objectId/09004cff8cbc662a?docno=LMF-14:001052Uen&format=excel12book
[bookmark: _Ref510527113]Implementation notes			http://erilink.ericsson.se/eridoc/erl/objectId/09004cff874a26e9?docno=1/00691-FEA2928102Uen&action=current&format=msw8
[bookmark: _Ref522545331]Security and Privacy Assessment Report Template https://eridoc.ericsson.se/eridoc/wdk/container/dialogcontainer.jsp#
[bookmark: _Ref27734003]Focal point Reference https://focalpoint.internal.ericsson.com/fp/workspace/314/view/1837/table?filterId=1185
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